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10 Things to Test in Your
Future Next-Generation
Firewall

In the market for your next firewall? How do you navigate the risks and
opportunities cybersecurity presents to your organization? How can you
determine if the features of your new next-generation firewall are what your
organization needs to grow and move forward?

The answer is simple: you test it.

Security professionals agree that organizational security should not be
approached with a one-size-fits-all mindset. Every organization has unique
needs, and their security architectures should reflect that. Security tools,
services, and features should be flexible enough to address these individual
needs while remaining true to the capabilities advertised.

This paper discusses 10 points to consider and actively test in your current
security infrastructure as well as your future next-generation firewall. Using
these as guidelines for cross-functional conversations, you can widen the
lens through which you view next-generation firewalls to determine if
your potential security investments will be easy to implement, alleviate
operational burdens, and offer your organization the best protection and
value, today and in the future.
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1. Prevent Credential Theft

Users and their credentials are among the weakest links in any
organization’s security infrastructure. As such, the majority
of breaches involve credential theft at some point in the attack
lifecycle, and attacks based on credential theft have a high
probability of success. The key to stopping them is preventing
the theft in the first place.

Preventing credential theft and stopping phishing attacks
will reduce exposure to one of the most prevalent forms of
targeted attacks on organizations. These measures are crucial
when dealing with targeted phishing attacks, which typically
go after nontechnical employees who follow links to previ-
ously unknown phishing sites.

Most organizations work to stop these attacks primarily by
educating their employees—but this isn’t nearly effective
enough.

Traditional products commonly rely on identifying known
phishing sites and filtering email, but these methods are easily
bypassed. Checking for known bad sites will miss new ones,
and attackers can evade email filtering technology by sending
links through social media. A next-generation firewall with
machine learning-based analysis can accelerate protection. If
the analysis identifies a site as malicious, your firewall should
be updated and block it.

Still, there will always be never-before-seen phishing sites
that are treated as “unknown.” To protect your network and
users, it’s critical to prevent submission of credentials to such
sites. By using credential filtering, organizations can allow
authentication to authorized applications and block credential
submission to unknown sites.

- Can the next-generation firewall prevent use of credentials
on unknown websites?

- Can the next-generation firewall block users from sub-
mitting corporate credentials without storing a copy of the
hash in the firewall?

- Does your next-generation firewall use machine learning
to identify and stop credential phishing as well as
JavaScript-based attacks inline as they try to enter the
network?

- How quickly does the next-generation firewall analyze pre-
viously unseen phishing sites and update its protections?

- Does the next-generation firewall log user attempts to sub-
mit credentials in HTTP post request?

2. Prevent Credential Abuse

Attackers can obtain stolen credentials in many ways: phish-
ing, malware, social engineering, brute force, or black-market
purchase. Once attackers have the stolen credentials, they
can abuse them to enter an organization, move laterally, and
escalate privileges for unauthorized applications and data.
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Implementing multi-factor authentication (MFA) on your
firewall helps prevent attackers from moving laterally with
stolen credentials. MFA allows your organization to protect
all types of applications, including legacy applications and
client servers. Also, authentication that occurs at the firewall,
before users connect to applications, moves the line of expo-
sure farther away.

Many organizations have an MFA solution, but it is often chal-
lenging and time-consuming to integrate with all applications.
As a result, most only use MFA with a handful of applications,
such as VPN gateways or a few cloud applications, leaving
many others vulnerable to credential abuse.

MFA is a great tool, but it must be implemented in a way that
protects all critical applications. Rather than modifying the
applications themselves, use your firewall with MFA policy
to control traffic to specific applications. The firewall should
be able to control access and require authentication before
allowing traffic to pass. Attackers operating inside the orga-
nization, even from a compromised endpoint, would not be
able to complete the MFA.

Policies for MFA that are created within the firewall should be
granular, both in terms of the user and the security needs of
the application. For example, policy should match how often
users must reauthenticate based on a given application’s level
of sensitivity.

MFA as a part of firewall policy improves the speed of imple-
mentation, as you only need to integrate MFA within network
policy, rather than changing applications themselves. This
allows for quicker deployment of protections to meet com-
pliance. MFA on the firewall stops attackers from using stolen
credentials or moving laterally within an organization, and
protects all types of applications, including legacy applications
and client servers.

- Does the next-generation firewall support MFA as part of
the access-control policy based on the sensitivity of the
resource accessed?

- Does the next-generation firewall provide choices for a variety
of MFA integration with partner technologies?

- Can the next-generation firewall support RADIUS and API
integrations with MFA partner technologies?

- Does the next-generation firewall support MFA policy for
any type of application, including web, client-server, and
terminal applications?

- Is the next-generation firewall’s MFA capability limited to
certain protocols?
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3. Provide Dynamic Security
Policies for Dynamic Virtual
Workloads

When security policies for data center environments are
first created and deployed to firewalls, it’s assumed that the
assigned IP address will remain the same throughout the life
of the policy. These policies are static, blanketed, and applied
in a generic fashion. With data centers transitioning to vir-
tualized environments, workloads are no longer fixed to a
particular location or networking schema.

To address security in the virtualized data center, your firewall
security policies should be based on the attributes of the work-
loads rather than tied to static IP addresses, since the data cen-
ter environment is highly dynamic. This can be done through
dynamic address groups on a next-generation firewall.

Transient workloads are frequently spun up and down to
optimize compute resources, repeatedly acquiring new IP
addresses. This makes it difficult to manage access control pol-
icies on the firewall when dealing with hundreds or thousands
of address groups—each with their own address objects —with
constant additions, deletions, or changes.

Your firewall should support policies that automatically adapt
to the dynamic nature of today’s data center, which involves
constantly adding, moving, or removing workloads for opti-
mal use of compute resources. Adaptive policies help enforce
consistent security across your dynamic virtual machines and
applications.

Dynamic address groups decouple security policies from IP
addresses and instead build granular security policies based
on the attributes of your virtual workloads. Policies on the
firewall use tags mapped to workload attributes. For exam-
ple, the tag on the firewall may be “App-Server,” which can
be mapped to attributes that identify the specified application
server regardless of its IP address. The attributes will continue
to place the workload in the desired security policy even if the
workload gets relocated.

This helps you build security policies bound to workloads,
enhancing your security posture. Dynamic address groups
lower operational overhead by reducing dependence between
applications and security teams.

- How does the next-generation firewall create security policies
based on VM attributes of workloads?

- Canthe next-generation firewall create security policies for
dynamic workloads in both private and public clouds?

- Canthe next-generation firewall ensure consistent security
policies for workloads even when their IP addresses or
locations change in the data center?
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4. Manage Your Next-Generation
Firewall with Simple and
Effective Tools

To be responsive to business needs, security teams need the
flexibility to make firewall changes both from a centralized
tool and on-site in real time. If a firewall manager allows
local administrators to make changes only to a limited set of
features, the local team must heavily rely on global teams,
potentially located in other regions, to make changes. This
results in delays, gaps, limited visibility, and granular admin-
istrator access.

To minimize the delay in making changes locally and keep
your security aligned with your organization’s guidelines,
your firewall should support complete management of all
firewall features and offer role-based access control (RBAC)
for multiple administrators. Your local firewall managers’
tools should support the full feature set on the centralized tool
for local administration, allowing local teams to accomplish
their respective tasks on time. Your central management tool
should augment local data with overarching visibility into
the actions of local administrators and, if required, alert and
allow for remote override changes to keep the firewall in line
with organizational guidelines.

Look for anext-generation firewall that provides a single pane
of glass from which to manage all your firewalls irrespective
of their form factors and locations. This reduces complexity
by simplifying the configuration, deployment, and manage-
ment of your security policies. You want a tool that correlates
firewall logs to provide network and security insights as well
as surface malicious behavior, which can often get buried in
the noise.

Ensure Granular Control While Deploying Configuration
Changes

In a multi-firewall environment, it’s not unusual for multi-
ple administrators to make configuration changes at the same
time. It’s likely that one will want to commit recent changes
before another is completely done making his or her own,
and if your firewall manager doesn’t allow for selectively
committing changes, those incomplete changes will also be
deployed. This can have serious security implications, such as
allowing users to access blocked sites or blocking their access
to business-critical applications. When selective configura-
tion deployment and rollback isn’t possible, administrators
must manually undo half-baked changes, and then redo and
redeploy them. This adds to operational overhead and delays
improvement of security posture.
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A central manager acts as a single pane of glass for the
organization’s security and network, providing a holistic
view and context for analyzing security events. In many
cases, central firewall managers collect and consolidate fire-
wall logs in multi-firewall deployments. An incoming log rate
(generally expressed in logs per second [LPS]) that exceeds
the manager’s capacity will impact its performance.

Performance impact on the central manager is generally seen
through an unresponsive user interface or timed-out data-
base queries. In our high-throughput digital world, it’s com-
mon for a single high-end firewall to exceed the LPS capacity
of the central manager acting as alog manager. The likelihood
of running into capacity issues in a multi-firewall deploy-
ment is very high.

High-throughput log processing needs are generally
addressed through a separate log management appliance. A
firewall manager, in conjunction with a log manager, is the
most appropriate solution for most enterprises. With this
setup, the central manager is relieved of log management
responsibility and can focus solely on firewall management.
When provisioned, the central manager queries the data on
the log managers to provide centralized visibility and brings
raw logs to the central manager only when required, reducing
performance impact.

Each of the many features of a next-generation firewall is built
to address a specific network security needs and empower
an organization’s growth. In a multi-firewall environment,
manual firewall configuration changes are inefficient and
often result in security gaps and inconsistent prevention.
Automation will provide faster, more accurate responses to
ever-changing cybersecurity threats.

The preferred way to act on this is to leverage next-generation
firewall application programming interfaces (APIs) to
automate changes. This alleviates network security teams’
operational overhead while reducing human error. For this
to be possible, the APIs should be flexible enough to allow for
automated changes to all firewall features.

- Canlocal administrators work directly on the appliance and
make configuration changes as needed, without having to
log in to a central manager?

- Can central administrators monitor and view the changes
made by local administrators?

- Can you choose which firewall administrator’s configura-
tion changes should be deployed on the firewalls?

- When deployments go wrong, can you quickly roll back
changes from specific users and restore working configu-
ration?

- Can the central firewall manager separate log management
from core configuration management yet still act as a single
pane of glass for unified visibility?

- Can your log managers ingest logs at high throughput (e.g.,
50,000 LPS)?

- Does your firewall have APIs for every feature so that you
can automate configuration changes?

5. Use Automation to Integrate
Security, Prevent Fast-Changing
Threats

Security as an add-on has become a legacy model. Today’s
security should be integrated with systems and processes at
an early stage to avoid a buildup of complex, disconnected
security tools and control systems. Automated detection and
response tools as well as APIs integrate security devices with
your organization’s overall security ecosystems. This stream-
lines operations and turns detection data into an actionable
response to mitigate attacks before they succeed—and before
sensitive data leaves your organization.

APIs can automate security workflows that need multi-
ple security devices, often from different vendors, to work
together. This moves security teams away from the cumber-
some, error-prone processes of operating these workflows
manually and increases the speed of effective enforcement.
Automated security tools and services should be able to
ingest alerts from multiple sources and execute standardized,
automatable playbooks to speed up incident response as well
as integrate with other tools to set off the next action in a
workflow.

According to the Verizon 2019 Data Breach Investigation
Report, the time from an attacker’s first action to the initial
compromise of an asset can be measured in minutes.® That
means your organization needs tools that can ensure all parts
of your infrastructure can communicate effectively, respond
quickly and automatically to identify known and unknown
threats, and stop those threats more quickly than they can
progress through the attack lifecycle. To do so, every step in
the process, from discovery to full prevention, should be auto-
mated. Moreover, every infrastructure element must be able to
communicate effectively with every other element to stream-
line operations and speed up incident response.

APIs offer a mechanism for the many elements in a data cen-
ter, which may be from disparate vendors, to share data and
kick off appropriate actions required in the workflow. As such,
the APIs your security vendor uses must be able to integrate
with a broad list of partners via documented and certified
interoperability. Multi-vendor integration should also extend
beyond the data center to vendors of endpoint security, email
gateways, wireless security, and more. A firewall with natively
integrated APIs allows firewall administrators to view, access,
and change the entire feature set.

1. “2019 Data Breach Investigations Report,” Verizon, May 2019, https://enterprise.verizon.com/resources/reports/2019-data-breach-investigations-report.pdf.
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Security tools must be able to analyze and identify
malicious behavior—ideally within a cloud environment,
to take advantage of elastic compute and scalability—to
prevent never-before-seen threats. New tools should be
able to integrate with your existing cloud security tools to
coordinate and automate response processes across cloud and
on-premises environments. These tools must use automation
to ingest alerts generated by multiple sources and execute
standardized, automatable playbooks to accelerate incident
response. Using automated data correlation, the tools should
identify and surface hosts on your network exhibiting any of
the same malicious behavior as a threat.

Some organizations may want to automate the immediate
quarantine of potentially infected hosts. This can be done
by moving a host to a policy that denies it access to all parts
of the network while retaining connectivity for remediation
efforts. Others may take a more nuanced approach by auto-
matically applying MFA to a potentially infected host so that,
if attackers gain access to it, they cannot access corporate data
or applications.

Automation and APIs enable organizations to act against
threats without waiting for human intervention, improving
response time and—if implemented appropriately and in
conjunction with the right tools—preventing successful
attacks. A security vendor that offers automation and natively
integrated APIs allows security teams to move away from
basic operational tasks to focus on strategic efforts that
directly benefit the organization. Reducing human inter-
vention reduces avoidable errors, ultimately enabling a more
secure security posture.

- Can your firewall/manager create a ticket on a change
management system based on a malicious event seen on
the firewall?

- Canyour firewall/manager trigger a quarantine action for an
infected host on the wireless network?

- Can your firewall be completely programmed via API?

- Can your firewall collect user identification information via
APIs from wireless controllers about hosts connecting to
wireless networks?

- Does your security vendor support the ability to automati-
cally generate prevention signatures across the attack life-
cycle for all data relevant to attacks?

- Can your firewall correlate and identify infected hosts in
your network, and then quarantine them to limit their access
in the network?

- Can your firewall trigger MFA to prevent credential abuse
and secure critical applications?
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6. Protect Against Evasive and
Never-Before-Seen Attacks

Millions of new malware samples and malicious websites
are discovered every year. Traditional solutions mostly pro-
tect against newly discovered threats after the first victim
in an organization has already been compromised. That’s
not enough when a single victim can turn into 10,000 in a
five-minute window before protections are introduced.

Many attacks succeed because malware developers use various
evasive techniques, such as wrapping malicious payloads in
legitimate files, packing files to avoid detection, or extending
sleep calls to wait out potential sandbox environments. Attack-
ers have become acutely aware of the methods security teams
use to analyze files for malicious activity. They also keep up on
the virtual sandboxes organizations use for dynamic analysis,
including scanning these environments for code used in known
malware analysis tools; scanning for valid user activity, system
configurations, or indicators of specific virtualization/emula-
tion technologies; or observing hardware size for amounts of
memory typically found in virtual machines.

Modern threats are frequently designed with knowledge gained
from open source technology used in most malware analysis
tools and hypervisors. With the availability and growth of the
cybercrime underground, even a novice attacker can purchase
plug-and-play threats designed to identify and avoid malware
analysis environments. The ability to identify and protect
against evasive malware is more crucial now than ever.

Waiting to protect against new attacks only after the first vic-
tim has been compromised can lead to rapid lateral spread,
putting your whole organization at risk. Some solutions try to
prevent “patient zero” by holding files for analysis, but this
ultimately doesn’t work because it harms the user experience
and delays business.

Most modern malware uses advanced techniques that can
bypass traditional, common network security solutions
to transport attacks or exploits through network security
devices, firewalls, and sandbox discovery tools. Although we
can’t build individual tools to detect every piece of evasive
malware, it’s critical to utilize systems that can identify
evasive techniques and automatically counteract them.

Stop Never-Before-Seen Attacks with Inline Threat
Prevention

In a world where new and unknown malware threats can
spread exponentially in minutes, relying on offline analysis
and periodic updates to firewall rules will always leave you
one step behind. A next-generation firewall that offers inline,
machine learning-based prevention at the network level to
stop new threats across all applications can protect patient
zero from credential phishing and other evasive threats with-
out compromising business productivity.
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Use Bare Metal Analysis

There are a number of ways to counter threats built to evade
analysis environments, and a modern, effective security plat-
form should combine multiple techniques. For example, com-
bining dynamic analysis in a sandbox environment with bare
metal analysis has proven effective in countering malware that
assesses the environment to determine if it is being analyzed.

Inbare metal analysis, suspicious filesare sent toareal, racked -
and-stacked hardware environment where they are detonated,
and any response is observed for malicious behavior. The mali-
cious activity of the file, which would otherwise have remained
dormant in the virtual environment, will fully execute in the
bare metal environment. Threats with virtual machine evasion
techniques cannot evade this type of environment.

Avoid Open Source Hypervisors

A next-generation firewall that uses a proprietary hypervisor
takes away the potential for adversaries to test their malware in
well-known, virtual open source environments. Most adver-
saries test and refine their malware based on what they learn
by executing in known open source analysis environments.

Fight Automation with Automation

Malware changes rapidly, and threat signatures that rely
on specific variables—such as hash, filename, or URL—get
one-to-one matches only against known threats. Attackers
often make slight modifications to malicious code, result-
ing in malware variants and/or polymorphic malware. This
“new” malware is considered unknown, as protections have
only been created for the original malware, not its modified
variants.

Hash-based threat signatures are particularly problematic.
According to the Verizon Data Breach Investigations Report,
“99% of malware hashes are only seen for 58 seconds or
less.”> If one bit is changed, the hash changes, and the signa-
ture no longer recognizes it as malware.

Rather than signatures based on specific attributes,
next-generation firewalls should use predictive machine
learning models resident on the firewall or content-based
signatures to detect variants, polymorphic malware, or
command-and-control (C2) activity. Content-based signa-
tures detect patterns that allow them to identify whole fam-
ilies of malware, including known malware that has been
modified. This results in signatures capable of automatically
preventing tens of thousands of variants created from the
same malware family, rather than trying to create signatures
for individual variants.

C2 can pose a challenge, with malware authors creating C2
communications that automatically change the DNS or URL.
Automated signatures based on these artifacts quickly become

outdated and ineffective. C2 signatures based instead on
analysis of C2 outbound communication patterns are much
more effective protections that can scale at machine speed
when created automatically.

Validate with More Than One Analysis Method

More determined, skilled attackers will create entirely
new threats with purely new code, the costliest method for
attackers. Any such threat will be treated as an unknown and
go undetected.

When an entirely unknown threat enters an organization,
the clock begins ticking. Protections must be created and
distributed across all security products more quickly than a
threat can spread. This can be accomplished by automating
various aspects of the analysis, including static analysis with
machine learning, dynamic analysis, and bare metal analysis.
Implementing automation results in accurate identification
of threats, enables rapid prevention, improves efficiency,
makes better use of the talent of your specialized staff, and
improves your organization’s security posture.

- Does your next-generation firewall deliver machine learn-
ing-based prevention of unknown malware files and variants,
including both executables and fileless attacks leveraging
scripts such as PowerShell®?

- Does your next-generation firewall deliver inline machine
learning-based prevention of malicious website attacks,
including JavaScript or credential phishing attacks?

- How quickly does your cloud-based malware analysis system
distribute signatures after verdict generation?

- Does your next-generation firewall use signatureless tech-
nologies to prevent never-before-seen attacks?

- Does your cloud-based sandbox support bare metal analysis?

+ Does your cloud-based malware analysis system use a
custom-coded hypervisor to be effective against sand-
box-aware malware?

- Does your malware analysis system, after analyzing malware,
create threat prevention signatures, such as:

» Content-based AV signatures to prevent whole families
of malware, including known and unknown variants?

» Pattern-based anti-spyware signatures to detect com-
munications to known and unknown C2 infrastructure?

- Does your cloud-based malware analysis system support
malware analysis for file types of Windows®, Android®,
macOS®, and Linux operating systems?

2. 2019 Data Breach Investigations Report,” Verizon, May 2019, https://enterprise.verizon.com/resources/reports/2019-data-breach-investigations-report.pdf.
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7. Customize Your Next-
Generation Firewall

Firewalls can import lists of predetermined rules and policies
that, once consumed, allow the firewalls to act against the
objects outlined in the lists. Afterward, firewall administra-
tors are responsible for updating firewalls to reflect newfound
threats, protections, and policy roles. With attackers employ-
ing more advanced methods, such as automation and evasion,
having the most updated security posture possible requires
moving at machine speed.

Incorporating automation and dynamic lists into your
next-generation firewall is the most effective and efficient
way to improve your organization’s security posture. Your
next-generation firewall’s vendor will often provide dynamic
lists, which you can update manually or by integrating
third-party threat intelligence. As a result, changes to rules
and policies only need to be made to the dynamic list, and all
firewalls tied to it will regularly and automatically import the
most updated protections.

Dynamic Lists

When new threats are identified, it falls to the firewall
administrator to create a new rule or policy so that the fire-
wall can respond appropriately. This must be done for each
risk object and potentially each firewall in the network—a
labor-intensive, often error-prone, and manual process.

Working with dynamic lists dramatically reduces manual
efforts and improves response time. Modern dynamic lists
include protections against known and high-risk malicious IP
addresses validated by your next-generation firewall vendor.
They also protect against high-risk IP addresses drawn from
correlated third-party data that has not been validated by your
vendor, which you can opt into at the level of policy enforce-
ment appropriate for your organization.

Dynamic User Groups

Dynamic user groups help you to create policy that provides
auto-remediation for anomalous user behavior and malicious
activity while maintaining user visibility. After you create the
group and commit the changes, the next-generation fire-
wall registers the users and associated tags, and then auto-
matically updates the dynamic user group’s membership.
Updates to dynamic user group membership are automatic.
Using dynamic user groups instead of static group objects
allows you to respond to changes in user behavior or potential
threats without making manual policy changes.

Dynamic user groups help automate policy enforcement and
tighten security. You create groups on the next-generation
firewall to immediately respond to changing needs, enforce
security that matches the user’s behavior, and eliminate
over-provisioned access. Dynamic user groups allow an
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administrator to change a user’s group membership on the fly
on the next-generation firewall without waiting for changes
to be applied in the directory. Now, you can dynamically
change user access based on changes in activity.

Third-Party Threat Intelligence Feeds

Organizations subscribe to third-party threat intelligence
feeds for access to continuously updated data on potential
threats and attack sources. These feeds provide a massive
amount of data on raw indicators of compromise (IOCs),
which can be used to turn unknown threats into known before
attackers have a chance to compromise an organization.

Turning threat intelligence into actionable protections,
much like creating new rules and policies based on activity
seen on the firewall, is a time-consuming, manual pro-
cess that many security teams struggle to manage. The data
from threat intelligence feeds must be current and format-
ted, potentially requiring the data format to be changed to a
consumable form. The data must also be correlated to vali-
date whether a given IOC is malicious, reveal larger patterns
of malicious behavior with multiple IOCs, and add necessary
context, such as the priority and relevance of newly identi-
fied threats. Once the data has been validated and enriched
with context, security teams can much more efficiently create
and distribute protections to address specific threats across
various enforcement points. Alternatively, vendors can push
protections out to enforcement points, but consolidation with
local traffic isn’t as effective. Without completing these steps,
threat feeds remain inert reams of data.

Automation is necessary to rapidly improve your security
posture with the latest threat intelligence, alleviate manual
intervention, and eliminate human error. Based on context
collected from outside your organization, automation can
turn unknown threats into known protections more quickly
than attackers can successfully complete the attack lifecycle.

- Does your next-generation firewall support dynamic lists
and dynamic user groups to automate policy enforcement
and tighten security?

- Canyour next-generation firewall dynamically incorporate
third-party or custom threat intelligence feeds in the fire-
wall without policy commits?

- Does your security architecture support threat feed aggre-
gation, consolidation, and deduplication of threat feeds
before pushing the indicators to your firewall?

- Does your security architecture integrate with your
next-generation firewall to automate timeout of expired
threat indicators and avoid using stale threat intelligence?

- Does your security architecture allow you to target
threat indicators from recent advanced persistent threat
campaigns and incorporate threat feeds proactively on your
next-generation firewall?

- Does your security architecture allow you to enrich threat
intelligence based on a confidence rating to reduce the
operational overhead from dealing with false positives?
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8. Prevent Modern Attacks

There are more types of attacks and more devices at risk than
ever. Phishing, credential abuse, social attacks, denial of
service, ransomware, and backdoor or C2 malware all pose
real threats. The internet of things (IoT) presents a new type
of security frontier, one particularly appealing to adversaries.
According to the 2020 Unit 42 IoT Threat Report, 57% of IoT
devices are vulnerable to medium- or high-severity attacks,
making them low-hanging fruit for attackers. Many attacks
use IoT devices as stepping stones in lateral movement to
attack other systems on a network.

No single security product can successfully combat every type
of attack on its own. As there are multiple stages in the attack
lifecycle, there should be multiple layers of defense to prevent
modern attacks. Your organization’s ability to effectively
defend against attacks like malware and ransomware lies in
the natively engineered automation and integration among
your security products to proactively detect and prevent
ransomware. A multilayered defense is the most effective way
to disrupt possible attacks, and new additions to the security
architecture should complement protections throughout the
network.

According to Unit 42, the Palo Alto Networks threat intelli-
gence team, 30% of devices on enterprise networks today are
IoT devices, excluding smartphones. These devices pose a huge
cybersecurity risk as they are often introduced and deployed
with vulnerabilities, are difficult (or impossible) to patch, and
can have unfettered access to an organization’s network.

There Is No Silver Bullet

Protecting against modern attacks requires visibility into
network traffic and enforcement of applications, as well as
user- and content-based policies. It also requires security
products to protect against known and unknown exploits,
malware, and C2 traffic, as well as prevent access to known
malicious and phishing URLs.

Attacks Are Time-Sensitive

Automation is the only way for prevention to move more
quickly than an attack can transition through the full
attack lifecycle within your organization. To identify and
block unknown threats, malicious files and URLs must be
detonated, analyzed, and observed for malicious activity.
Once a file or URL is identified as malicious, protections must
be created and automatically distributed throughout the
security infrastructure—across the network, cloud, and end-
point. This ensures all points of entry are informed and capa-
ble of protecting against the latest version of the ransomware.
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For effective prevention, you must employ automation and
share information among various security tools. These tools
then work together to identify known and unknown malware
and exploits in your environment, and subsequently identify
and quarantine any infected host, preventing the attack from
spreading.

Threat intelligence should always be a component of your
organization’s threat prevention efforts. Your firewall should
be capable of dynamically updating preventions against mali-
cious IPs, domains, and URLs based on information gathered
from the threat intelligence cloud and IOCs.

With so many network-connected devices in an organiza-
tion, it can be a challenge for security teams to keep pace
and mitigate risk as each new device type presents a possible
new threat vector. Properly classifying IoT devices, keeping
software up to date with the latest patches, segmenting your
network, and enabling active monitoring ensures IoT devices
are granted access to appropriate resources and placed in the
right network segments. This effectively lessens the risk of
threats to other resources and networks in addition to reduc-
ing your overall attack surface.

-+ Can your next-generation firewall block executables and
other risky file types from unknown applications and URLs
to prevent ransomware attacks?

- Can your next-generation firewall prevent successful
cyberattacks targeting IoT devices?

« Can your next-generation firewall automatically and
dynamically import all known IOCs (i.e., IPs, domains, and
URLSs) into the block list to be proactive against all known
ransomware families?

- Does threat intelligence integration with the next-
generation firewall support dynamic updates for malicious
URLs related to ransomware in the malware category of the
URL filtering database?

- Does threat intelligence integration with the next-
generation firewall support dynamic updates for malicious
domains related to ransomware as DNS signatures to be
automatically added to a block list or sinkholed?

- Can your next-generation firewall learn about threats and
suspicious behavior from your endpoint protection soft-
ware and vice versa?

- Does your next-generation firewall provide visibility into
all IoT devices in your network, including those never seen
before?

- Canyour next-generation firewall segment IoT device traffic
from the rest of the network to prevent compromised IoT
devices from becoming beachheads for attacks?

- Does vyour next-generation firewall offer policy
recommendations, based on risk assessment results, that
can be automatically enforced?
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9. Offer Consistent Protection,
Wherever Users or Applications
Are Located

Users are becoming more mobile and distributed, and they
need access to applications from remote locations around the
globe. As applications move to the cloud, branch locations
need the same connectivity and security as your headquarters.
However, many organizations lack visibility into traffic when
users access the internet and cloud applications off-premises,
which can compromise security.

Your organization should be able to protect all users in the
same way, without having to create different security pro-
files depending on users’ locations. Since security policies are
more effective when they can be administered in a consistent
manner, a single set of tools and a common policy framework
will give security teams greater control.

Software-defined wide area networking (SD-WAN), an
approach that uses commodity links and allows you to
intelligently manage as well as control connectivity between
branches and cloud instances, is now a necessity for distrib-
uted enterprises. A next-generation firewall must be able to
operate as an SD-WAN edge device in a branch location and
as an SD-WAN hub in a central location. SD-WAN features
should be simple to enable and centrally managed on a single
network security management interface.

With SD-WAN, each device is centrally managed, with rout-
ing based on application policies, so WAN managers can create
and update security rules in real time as network requirements
change. In addition, combining SD-WAN with zero touch pro-
visioning—a feature that helps automate deployment and
configuration—can further reduce the complexity, resources,
and operating expenses required to spin up new sites. In addi-
tion, SD-WAN allows efficient access to cloud-based resources
without the need to backhaul traffic to centralized locations, so
you can provide a better user experience.

Your organization should maintain the same protection
whether your users work on-premises or off. Deployment
options should provide flexibility to support consistent
coverage for all users and locations. This way, no matter
where users are, they can easily connect to a cloud service or
firewall for security and receive the same protection against
known and unknown threats.

- Can your next-generation firewall provide a consistent
security policy for mobile users?

- Canyou protect users who are not behind a next-generation
firewall?

- Can your next-generation firewall operate as an SD-WAN
edge device?

- Does your next-generation firewall offer zero touch pro-
visioning?
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- Can your next-generation firewall use multiple physical/
virtual firewalls to support an always-on VPN connection?

- Can your next-generation firewall utilize the cloud to bring
protection closer to your users?

10. Adopt a Zero Trust Approach

The old network security approach of classifying users as
“trusted” or “untrusted” doesn’t work anymore. Anyone
who accesses your network—whether they’re a malicious
actor, an insider with ill intent, or a user with more access
than they should have—is free to move laterally through-
out your network unless the network is segmented or policy
enforces access control. This leaves your network open to all
kinds of threats, from credential and data theft to intellectual
property exfiltration and deployment of malware. Zero Trust
is not about making a system trusted, but instead eliminating
trust. Its central tenet is “never trust, always verify.”

The most effective way to secure modern networks is to adopt
a Zero Trust approach that enforces least-privileged access
and inspects all users, devices, content, and applications
across all locations. The Zero Trust methodology gives you
a roadmap to building a segmented network. Zero Trust is a
powerful prevention strategy when implemented across an
entire enterprise—from the network to endpoints and clouds.
With an integrated approach, security teams can automate
and streamline Zero Trust policy management across the
enterprise, from creation and administration to deployment
and maintenance.

One criterion of Zero Trust is Layer 7 policy and enforcement
via a next-generation firewall, which serves as a segmenta-
tion gateway. This policy is written to reflect your business,
based on the way traffic traverses the network and the inter-
dependencies of your data, users, and applications.

In Zero Trust, you identify a “protect surface,” which is made
up of the network’s most critical and valuable data, assets,
applications, and services (DAAS).

The next-generation firewall enables microsegmentation of
perimeters and acts as an enforcement point as well as a net-
work of sensors for comprehensive visibility into your traf-
fic. While it’s important to secure the traditional perimeter,
it’s even more crucial to gain the visibility and precise control
necessary to verify traffic as it moves north-south and east-
west. Tools like MFA and other verification methods improve
your ability to confirm user identities.

A layered defense is a major component of Zero Trust. To that
end, it’s important to incorporate tools that can block advanced
threats and provide insight into what’s happening across your
network. Not only should you use policy to prevent the wrong
people from accessing things they shouldn’t; you should use the
visibility you gain to identify anomalies—such as changes in
user behavior due to job function and/or malicious activity—and
to update policies. You should also be able to use that visibility
to quickly identify and act when malicious activity is identified.
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- Can your next-generation firewall function as a segmenta-
tion gateway?

- Does your next-generation firewall enable visibility, decryp-
tion, and inspection into all traffic?

- Are you able to write and enforce context-based Layer 7
policy on your next-generation firewall?

Bonus: Provide Flexible
Deployment Options, Including
Containers

For many organizations, physical appliances remain key
control points for data center ingress and egress in addition
to providing the required horsepower for high-performance
networks. At the same time, virtual appliances provide visi-
bility into east-west traffic in software-defined data centers
and enable security to keep pace with the dynamic nature of
these environments.

Container adoption, however, has added new dynamics to net-
work security. As cloud native applications are connected to
legacy applications, network security teams must ensure that
cloud native applications are secured and compliance is main-
tained with the same rigor as the rest of their environment.

Traditional solutions are limited. While some of them inte-
grate with container orchestration tools, the visibility is often
limited to the node or cluster and focused on basic port and
protocol filtering. Cloud native firewalls offer only basic port
blocking to enforce container microsegmentation, without
the ability to prevent threats. Conventional next-generation
firewalls lack the native container context and orchestration
framework integration needed to provide seamless advanced
security in these agile, dynamic environments.

To properly address cloud native container environments,
next-generation firewall visibility and enforcement must
extend to inter-pod and container-to-container traffic to
apply threat inspection within a cluster and improve pro-
tection within containerized data centers. Further, contain-
ers often access web resources such as GitHub® repositories
to pull down source code. This becomes an additional driver
to have visibility and control over web application traffic to
ensure containers only communicate with the correct reposi-
tory and that the resulting traffic is not spoofed or malicious.
Next-generation firewalls that can offer support across phys-
ical, virtual, and containerized environments help drive con-
sistent security across increasingly hybridized data centers.
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- Does your firewall deliver consistent network security and
threat prevention aligned to applications hosted on-premises
as well as in virtualized and container environments?

- Does your firewall natively deploy within Kubernetes® to
integrate firewall provisioning into a continuous integra-
tion/continuous development (CI/CD) processes?

- Does your firewall integrate into software-defined net-
working (SDN) solutions to extend security protections to
remote locations for branch segmentation and meet PCI
compliance?

Comprehensive Security

Sophisticated attackers and techniques enable advanced
attacks that are targeted, automated, evasive, and capable of
spanning multiple environments.

Your new next-generation firewall and the various security
products that make up your security infrastructure should be
comprehensive, including all of the following.

Utilize industry-leading technology with the ability to rapidly,
automatically stop known and unknown threats at every step
of the attack lifecycle. These products should deliver consis-
tent, risk-appropriate protection for data and users regardless
of location. Your security ecosystem should offer agile, flexible
updates, allowing you to adapt to changing risks and workloads.

Automated delivery and API integrations reduce time spent
on error-prone, manual tasks. Security should be operation-
alized over various environments without straining resources
or budget, and without adding complexity, allowing security
teams to focus on strategic efforts that are more critical to the
organization.

Service and support teams who are knowledgeable and
responsive minimize your learning curve and help you keep
improving your security posture long after the initial migra-
tion. You should be able to maximize your investment over
time and achieve higher levels of security.

When planning your next purchase or assessing your current
firewall deployment, it’s important to test the capabilities
and features of your firewall with all security teams in your
organization.

The 10 points of consideration discussed in this paper, when
tested, will help determine if your next firewall purchase
matches the needs of your organization in its current and
planned states by keeping future innovation in mind.

Are you ready to evaluate your next firewall? Take an Ultimate
Test Drive.
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